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Data Integrity: an alternative approach to 
eliminate blind spots

How to implement an effective methodology to manage 
data integrity risks based upon process understanding, 
knowledge of technologies, personnel, and procedures



A  B  S  T  R  A  C  T
Regulators expect data to be reliable and accurate, and ensuring data integrity is an important component 
of regulated industry’s responsibility to ensure the safety, efficacy, and quality of drugs.

cGMP regulations and guidance allow for flexible and risk-based strategies to prevent, detect, and monitor 
data integrity risks and issues. 

Regarding systems, it is important to highlight that system compliance with 21 CFR Part 11 and EudraLex 
Annex 11 does not mean full compliance with Data Integrity current expectations, and vice versa. 
Nevertheless, GxP compliance cannot be achieved without securing and enforcing Data Integrity 
following ALCOA+ principles.

Regulated companies should implement holistic, meaningful, and effective strategies to manage their 
data integrity risks based upon the process understanding, knowledge of technologies, personnel, and 
procedures.

This white paper contains a case study which provides an alternative approach to eliminate data integrity 
blind spots. It can be achieved when data management risks are evaluated throughout the data life cycle 
along all the processes involved and not (only) by the systems (Process Data Flows vs only System GAP 
evaluation). The objective of this evaluation is to be more effective, complete, and useful. In this risk 
analysis, the data integrity is evaluated by process data flows with process data objects. 

Problem statement

DIRA - The traditional way

In recent times significant Data Integrity 
evaluations are performed based only on systems, 
considering some of its own functionalities, 
characteristics, features, and in some cases, 
interfaces. It is useful to identify if a system 
technology complies with some of the Data 
Integrity principles and applicable normative (e.g., 
21 CFR part 11). However, it is not very effective 
in identifying data integrity issues related to the 
process itself throughout the data lifecycle, as it 
is more focused on finding gaps in the systems 
involved in managing such data.

Besides, those analysis are generally performed 
with some questionnaires, and questions are 
normally independent from the process or data, 
considering only the systems. It induces in not 
foreseeing the risks in the data records (data 
creation, alteration, and deletion) that occur 
throughout their lifecycle, thus overlooking 
risks associated with e.g., planned (and even 
unplanned) manual activities that are part of the 
process.

To exemplify the current problem in those analysis, 
please see Fig. 1. In this image a simple GxP 
process is demonstrated with three significant 
steps. In those steps, different systems (System 
1, 2 and 3) with their specific functionalities/ 
modules (e.g., A, B) may be involved in the 
process. Nevertheless, there are also independent 

activities (e.g., planned manual data register) that 
would not be taken into account by an evaluation 
limited to the systems.

Fig. 1: GxP Process and Steps

Other aspects related to those questionnaires is 
the fact that many questions (and their answers 
even more), are very subjective. Normally, there 
are not standardized answers and alternatives, 
which affects mainly when systems are not fully 
compliant. When evaluating different systems, 
it may have interpretations depending on the 
person that is executing this analysis and its 
criteria.
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An example regarding this is the possible question 
“Does the system have backup?” and normally 
the possible found answer is Yes, No, or Yes/
No with some complementary comments. These 
comments in the answer could generate different 
interpretations, and cause difficulty to obtain the 
full global picture of the degree of compliance.

Background

Data Integrity – Expectation: ALCOA+

According MHRA, “Data Integrity is the extent 
to which all data are complete, consistent and 
accurate in all its forms and throughout their 
lifecycle.”   

Data Integrity can be achieved by following 
ALCOA+ Principles. ALCOA principles are 
related to data, whether paper or electronic, and 
it is an acronym defined as Attributable, Legible, 
Contemporaneous, Original and Accurate. It 
was then expanded to ALCOA+, by the addition 
of a few more concepts which are: Complete, 
Consistent, Enduring and Available.

These principles should be part of the data life 
cycle, GxP and data integrity initiatives, and below 
are explained in more detail how we recommend 
being interpreted in most cases.

Table 1: ALCOA+ principles

DIRA - Process Data Flows and Objects

The modern QMS (Quality Management Systems) 
are designed based on a process approach, which 
involves a systematic definition of the processes 
and their interactions.

The data objects (set of data elements put together 
for a functional meaning) could also be based on 
process, creating this way Data Flow Objects and 
Process Data Flows.

In this way, it is possible to perform a complete 
and more useful analysis, considering the process 
data flows. Those DIRAs (Data Integrity Risk 
Analysis) shall not be centered on the system 
itself and its interfaces with other systems. They 
intrinsically evaluate the flow of data throughout 
its lifecycle, ensuring its integrity in all the relevant 
process, steps and activities that are carried out, 
being this data originated by systems, manually 
or hybrid.

Also, when identifying GxP Process and relevant 
steps, one shall consider the following indication: 
“Not all data or processing steps have the same 
importance to product quality and patient safety. 
Risk management should be utilized to determine 
the importance of each data/processing step” . 

Solution

The solution is to evaluate the data integrity risks 
based on each relevant step. It is imperative to 
identify the system and personnel involved, the 
activities (automatically by system, operated in 
the system, manually) and the records (paper, 
electronic or hybrid), for each relevant step and 
identifying the data flow objects. This holistic 
approach may take longer, but it is worth it.

DIRA – Improvement by Rights Questions 
and Standard Answers 

In the previous case, even if we continue to use 
the traditional DIRA based on system gaps, it 
could be improved by giving standard answers 
and risks associated to them for most of the 
questions. 

With the previous question given as an example, 
and limiting the question further (i.e., data backup, 
application backup should be realized separately), 
the following answers and risks associated could 
be standardized:

Table 2: Backup evaluation
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The application of Data Integrity Risk Analysis 
(DIRA) in the data flow allows to control how 
the data is managed within and between systems 
as well as outside them (manual processes). As 
such this process goes beyond the computer 
systems. The data characterization, according 
with ALCOA+, together with the definition of 
strategies to mitigate the identified Gaps are part 
of DIRA.

Customer

Active Pharmaceutical Ingredient (API) Contract 
Development and Manufacturing Company.

Challenge

Identify the Gaps associated to Data Integrity for 
GxP processes managed by computerized system 
and/ or manually.

Solution

Perform a detail mapping of the process and data 
flow for its four manufacturing sites located in 
different areas of the Globe. 

Customer challenge

The scope of the mapping is to cover the 
following areas, applicable to the site under study: 
warehouse, logistic, engineering, maintenance, 
automation, quality assurance, manufacturing, 
and IT.

Project development

Telstar has developed a matrix for each process/ 
data step applying the following verifications: 
ALCOA+ requirements, audit trail, risk assessment 
(severity, likelihood, detection), action plan and 
associated documents.

For this project a total of 133 processes were 
mapped and Figure 3 is an example of the 
reception process in the warehouse. 

To improve the evaluation of DIRA with the 
standardization of questions and answers, Telstar 
has been investigating an alternative, risk base 
that integrates the evaluation of data into the 
process, by Process Data Flows.

Data Integrity - Process Data Flow Methodology

Fig. 2: Telstar Data Integrity proposed approach

Conclusion

The Data Integrity ALCOA+ principles should 
always be considered within the related context 
(the process, the systems technology, and 
people). Furthermore some “single principles” or 
“principles associated” can cover complex reality 
and interpretation that requires consideration in 
its full extent. 

The adequate implementation of Data Integrity 
considering the process data flow is the condition 
for being able to rely on the data that is generated, 
processed, reviewed, stored, and reported along 
its complete lifecycle.
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Fig. 3: Process mapping and data flow

The first phase of this process is the reception, 
where a checklist, printed from the ERP, is 
completed manually and the supplier certificate 
attached, then it is verified/ approved by 
warehouse and Logistic/ QA departments. The 
physical verification of the received material 
is performed by the manual filling of a second 
checklist (controlled document) printed from 
Quality Management System (QMS).

The received containers weigh verification, is 
performed using scales and daily verified using 
standards weights. The verification activities are 
recorded in logbooks.

After received material verification, the next 
phase is initiated - Material Allocation. It starts 
with labels print, from ERP information and is 
sent to the label printer. Additionally, the material 
enters quarantine status. 

The warehouse, where the material is stored has 
a control system to monitor the temperature.
All documentation associated with the material 
reception is archived in the warehouse and then 
transferred to central archive.

In the sampling phase, the data associated to 
usage and cleaning activities is recorded in the 
ERP system together with material batch, amount, 
and user ID. The sampled barrels are identified 
with “S” of sampled and are stored with remaining 
barrels in the warehouse. The scales used in 
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the sampling activities are verified daily, before 
routine operations, and recorded in the logbook.

Development problems + solutions 

The data integrity mapping requires detailed 
information. Some difficulties occurred due to 
the absence of detailed information related with 
the process. Regular meetings with the area 
responsible had to be made to get this information.

The fact that the sites under the scope of this 
project are in different countries, raises some 
communication issues together with the different 
procedures to perform the same processes.

Personnel from different sites could have different 
criteria, which leads to different analysis, results, 
and interpretation.

Results

The initial evaluation of the data integrity, along 
the process, was conducted according with 
ALCOA + requirements.

For each phase of the process the data generated is 
evaluated according with ALCOA + requirements.

Fig 4. Data flow evaluation according with ALCOA +

For the presented case (see figure 5), the conducted 
evaluation concludes that the generated data 
complied with ALCOA + requirements for the 
different systems used in the process.

The following gaps have been identified and 
evaluated according with Figure 3.



Warehouse Reception

• In ERP system a field should be added to 
evaluate the material criticality.

• The warehouse humidity should be monitored 
and recorded in order to assure that this 
parameter is controlled and does not have 
impact on the stored materials.

Material Allocation

• Each controlled copy should be addressed with 
its reason and then verified by the “Recipient”. 
The “controlled copies” that are eliminated 
should be controlled.

• The created logbooks should be reviewed and 
aproved before implementation by QA. This 
process should be defined by procedure.

Sampling of Raws Materials

• Use a logbook whose probability of sheet 
exchange is easy detectable.

The improvement opportunities 

Several activities were suggested for all sites 
for harmonization purposes, such as: reception 
checklist, shipping activities, documentation 
archive and authentication, logbook management, 
QA activities, instrument calibration / equipment 
database, calibration database, picking list 
template (material delivery from warehouse to 
production).
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Fig. 5: Process mapping Risk Assessment

Warehouse Reception

• Identificaton of material criticality was not 
correctly performed.

• In the warehouse, the only environmental 
parameter monitored and recorded (by a 
specific software) was the temperature.

• Insuficient control of the copies printed in 
QMS.

• Logbook used in the material weighing was not 
approved and reviewed before put in use.

Material Allocation

• The control of the labels printed during the 
reception together with the identification 
verification (double check) was not reported in 
the reception checklist.

Sampling of Raws Materials

• The probability of sheet exchange in this type 
of logbook, for sampling of raw materials, was 
higher since the logbook consisted of a set of 
sheets grouped by a ring.

As result of these gaps, mitigation actions were 
defined for each phase of the reception process, 
as follows:
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